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What Is IoT?

IoT typically refers to networks
of objects that communicate
with other objects and with
computers through the internet hence the name - Internet of
Things. The thing may include
virtually any object for which
remote communication, data
collection or control may be
useful - including vehicles,
appliances, medical devices,
security or surveillance systems,
audio speakers, tablets and
phones.

IoT is more than just physical
things. It includes services, such
as smartphone applications, that
support and depend on devices
as well as the connections among
the devices, networks and systems. In other
words, IoT potentially involves vast numbers
and types of interconnections between
objects and systems and is considered the
next major stage in the evolution of
cyberspace. 1
As IoT is incredibly complex, there is no
one-size-fits-all solution to cybersecurity.
Fast-moving threats that seek to compromise
IoT are borderless and include nation-states,
organized crime, hacktivists and terrorists
that businesses cannot tackle alone.

Estimated
50 Billion
IoT Devices
By 2020

Connected Devices
With the wide range of IoT devices available on the public market, both in
brick-and-mortar stores as well as online, IoT devices have become utilized in
everyday life. While many of these devices have targeted home users, their
proliferation into business use has opened up many businesses to hacks,
exploitation and data breaches. Examples of home IoT devices include: smart
thermostats, smart locks, smart smoke detectors, security and surveillance
systems, virtual voice assistant speakers (ex: Alexa), step and sleep tracking
watches (ex: Fitbit) and smart TVs. Some of these devices have a back-end
cloud service to monitor usage or remotely control these systems by the vendor.
Users can access this data or control their device through a mobile application
or web portal. The biggest concern is what vendors are doing with the
information they gather and how they are securing it. Even in 2015, the FTC
urged both users and vendors to increase their security regarding IoT. 2

The largest risk with these devices is the network they are connected to.
For home users, they are often connected with simple wireless routers or
internet provider routers that are often set to default settings. In a
business setting, some security measures can be implemented to offset
some of the security concerns that come with IoT devices, such as network
segmentation. Sadly, many small businesses operate as a home network,
exposing their business and data through the use of IoT devices.

The next largest risk are the password strength to get into those cloud systems
or apps and whether or not those passwords were reused, compromised or
weak. The use of weak passwords is a security issue that has repeatedly been
seen in IoT devices. These devices often do not have a keyboard, so
configuration has to be done remotely. Unfortunately, not all vendors face
the user to change the devices’ default passwords and many have
unnecessary restrictions which make the implementation of long, complex
passwords impossible.

Protecting Yourself
It is diﬃcult for a user to secure an IoT device themselves, as most
users leave IoT devices set to default settings. Here are a few ways
you can remain vigilant to lower your risks regarding IoT:

•
•
•
•
•
•
•
•
•
•
•

Use strong passwords for device accounts and WiFi networks
Change default passwords
Use a stronger encryption method when setting up WiFi networks
Use wired connections instead of wireless when possible
Modify the privacy and security settings of the IoT device to your needs
Disable features that are not uses
Install updates and security patches as they become available
Utilize network segmentation for IoT devices
Ask the IoT vendor about their security measures
Do not use hard-coded passwords
Do not utilize port-forwarding unless protected in an alternative way

Regulation Concerns
Many businesses have multiple
regulations, including HIPAA,
SOX, GDPR, etc. and each business
needs to utilize basic business best
practices for security to ensure if IoT
devices can be protected. In
addition, each business should
perform a thorough Risk Assessment
to determine if IoT devices pose any
unnecessary risks which may not only
violate applicable regulations, but
also expose critical or sensitive
business data.

IoT Sample Policy
IoT (Internet of Things) devices are rapidly increasing in the
healthcare space. With the adoption of medical devices that are
connected to vendors via internet, as well as devices possibly
geared toward home use that desire to implement in our
practice, we must look at how these devices are connected.
Procedure:
We will vet all of our vendors or potential vendors of IoT devices
to determine what data or ePHI may be accessed.
Should the vendor be determined to Create, Receive, Maintain
or Transmit, a full Business Associate Due Diligence Review to
ensure limited exposure, both financial and to the data.
All IoT devices will be connected to the network in a manner that
segments or isolates the IoT device, separating it from the
network.

IoT Policy Template. Copyright 2018 ACS Technologies, LLC. This template should be reviewed and
modiﬁed to ﬁt into your business’s stance on IoT.

What Is IoT?

Congressional Research Service
(CRS), The Internet of Things:
Frequently Asked Questions (October
13, 2015), R44227. https://fas.org/
sgp/crs/misc/R44227.pdf
1

Federal Trade Commission (FTC)
FTC Staﬀ Report, Internet of Things:
Privacy and Security In A Connected
World (January 2015) https://
www.ftc.gov/system/files/documents/
reports/federal-trade-commissionstaﬀ-report-november-2013workshop-entitled-internet-thingsprivacy/150127iotrpt.pdf
2

ACS
TECHNOLOGIES, LLC
(707) 888-1191
www.acsdt.com

